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ABSTRACT

Since the creation of the first Bitcoin blockchain in 2009, the number of cryptocurrency users has steadily increased.
However, the number of hacking attacks targeting assets stored in these users’ cryptocurrency wallets is also increasing.
Therefore, we evaluate the security of the wallets currently on the market to ensure that they are safe. We first conduct
threat modeling to identify threats to cryptocurrency wallets and identify the security requirements. Second, based on the
derived security requirements, we utilize attack trees and Bayesian network analysis to quantitatively measure the risks
inherent in each wallet and compare them. According to the results, the average total risk in software wallets is 1.22 times
greater than that in hardware wallets. In the comparison of different hardware wallets, we found that the total risk inherent
to the Trezor One wallet, which has a general-purpose MCU, is 1.11 times greater than that of the Ledger Nano S wallet,
which has a secure element. However, use of a secure element in a cryptocurrency wallet has been shown to be less
effective at reducing risks.
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Table 1. Taxonomy of cryptocurrency wallets
based on key management, network connection,

and platform.

S Key Network )
Criteria Management Connection Platform
Hot Wallet Mobile, PC, Web,
(Software Wallet) Chrome
Decentralized Iixtension
Wallet Embedded
Wallet Cold Wallet System, PC with
(Hardware Wallet) no network
connection
Centralized _ Crypto Exchange,
Wallet Cloud
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1. Threat Modeling

2. Risk Measurement
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Fig. 1. The overall process of risk assessment.
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Table 2. Elements of data flow diagram.

Element Symbol Description
External External Any entity(people or system)
Entity Entity outside of the application
Data Store Data Store A location where data are stored
A task that handles data within
Process L
the application
A path that data take between
Data Flow e external entities, processes and
data stores
Trust | e The change of trust levels as

Boundary data flow through the system
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Table 3. Attack library for a cryptocurrency wallet.
Category Attack Num Author Type
Brute-force attack Brute-force and dictionary attack on hashed L.
. on a PIN or 1 L. Bosnjak et al. Conference
Bypassing real-world passwords
[ password
Authentication " .
Buffer overflow Jump-oriented programming: a new class of
2 Bletsch, Tyler, et al. Conference
(code reuse) code-reuse attack
(Omitted)
Simple Clipboard Malware Attack Detection
Clipboard hijacker 14 and Analysis from the User-Machine Wieczorka, Michat Conference
Interaction View
Malware Keylogger
(keyboard, mO}lsc, 15 A framework for detection and prevention of M. Wazid et al. Conference
screen touch input novel Kkeylogger spyware attacks
logger)
(Omitted)
Fau]t. 1n_]pctlon 33 wallet fail Dmitry Nedospasov et Conference
(glitching) al.
. Reverse engineering flash EEPROM memories 5
Physical Attack Microscopy 34 using scanning electron microscopy Courbon et al. Conference
. A layout-driven framework to assess . 5
Probing 35 vulnerability of ICs to microprobing attacks Q. Shi. N et al. Conference
Side-channel attack | 36 Extracting the Private Key from a TREZOR Jochen Hoenicke Public
Android root toolkit | 37 Android rooting: Methods detection, and Sun, San-Tsai et al. Conference
Privilege BufferA oyerﬂow 38 Code injection attacks ?n harvard-architecture Francillon et al. Conference
Escalation (code injection)
Row Hammer attack | 39 Android data storage security: A review Altuwaijri et al. Journal
w H:e T facti i
The Rowhammer Attack Injection Methodology K. S. Yim Conference
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Table 4. STIRDE analysis result of a cold wallet.

Component Name STRIDE | Num Threat Attack Library
S C1 Impersonate a user by bypassing wallet user authentication. L2 3334 5 6.
Entity E1. User 123 456
S C2 Impersonate a user by bypassing OS authentication. T '33' T
(Omitted)
T o4 Modify firmware, auth credentials, a recovery phrase, passphrase or private 32
key by connecting a debugger (JTAG, SWD)
92 Obtain auth credentials, a recovery phrase, passphrase or private key using
Data Store C I C25 physical attacks (e.g., fault injection, probing, microscoping or cold boot |31, 33, 34, 35, 36
Hardware
attack).
Wallet - . :
I 2 Obtain auth credentials, a recovery phrase, passphrase or private key by 39
connecting a debugger (JTAG, SWD)
(Omitted)
Modify a transaction by installing a modified firmware using social 21, 22, 23, 24,
T C817 . . .
X engineering or supply chain attack. 25, 26, 27
ilgﬁsilci?os I C88 Obtain a private key using side channel attacks. 36
I C89 Compute a private key using an ECDSA nonce exploitation. 9, 10
[ C90 Obtain transaction information using shoulder-surfing attack. 6
S C91 Impersonate a normal blockchain node or API server using MITM attacks. 28, 29, 30
T C92 Modify a transaction using MITM attacks. 28, 29, 30
P18. I C93 Obtain transaction information using MITM attacks. 28, 29, 30
Broadcast a [ C94 Obtain transaction information by installing a screen recorder. 18
Process transaction D C95 Prevent the wallet from broadcasting a transaction using MITM attacks. 28, 29, 30
h Prevent the wallet from broadcasting a transaction by executing DoS
D 96 attacks on the blockchain node or API server. 11. 12,13, 17
S C97 Bypass OS authentication using a brute-force attack 1
S C98 Bypass OS authentication using a buffer overflow (code reuse) attack. 2
P19. S C99 Bypass OS authentication using evil maid attack. 3
Authenticat S C100 Bypass OS authentication using fake biometrics. 4
e a user by S C101 Bypass OS authentication by accessing the wallet when it is unlocked. 5
0s S C102 Bypass OS authentication using shoulder-surfing attack. 6
S €103 Bypass OS authentlgat;lonl using phlyslcal attacks (e.g., fault 33
injection(glitching)).
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Table 5. Attack trees for a cryptocurrency wallet.
Description STRIDE Analysis Node
Stealing Cryptocurrency Gl
1 |Obtain a private key S1
1.1 |Eavesdrop input data Bl
1.1.1|Keylogger malware B2
1.1.1.1|Install a malware (keylogger, screen touch input logger) B3
11111 Social engineering (malicious files, malvertising, phishing, drive-by Hi8 T1
download attack)

OR AND| OR [1.1.1.1.2|Rogue AP H19 T2
1.1.1.1.3|Supply chain attack H20 T3
1.1.1.1.4|Removable media (USB drive) H21 T4

1.1.1.2|Execute keylogging attack H51 T5
OR | 1.2 |Eavesdrop output data B4
1.2.1|Screen capture malware B5
1.2.1.1|Install a malware (screen recorder) B6
12111 Social engineering (malicious files, malvertising, phishing, drive-by HI8 6

download attack)

OR AND| OR |1.2.1.1.2|Rogue AP H19 T7
1.2.1.1.3|Supply chain attack H20 T8
1.2.1.1.4|Removable media (USB drive) H21 T9

1.2.1.2|Execute screen capture attack H43, H49, H97 T10

1.3 |Observe output data directly on the screen B7

(Omitted)
Denial of Service G2
4 |Prevent a user from using a private key S4
4.1 |Delete a private key B68
4.1.1|Open the wallet and delete a private key B69
4.1.1.1|Bypass OS authentication B70
4.1.1.1.1|Brute-force attack (guessing, dictionary attack) H106 T188
4.1.1.1.2|Buffer overflow (code reuse) H107 T189
4.1.1.1.3|Evil maid attack H108 T190
OR |4.1.1.1.4|Fake biometrics H109 T191
4.1.1.1.5|Physical access when the host is open H110 T192
4.1.1.1.6|Shoulder-surfing attack H111 T193
4.1.1.1.7|Physical attack (fault injection(glitching)) H112 T194
OR OR 4.1.1.2|Bypass wallet user authentication B71
AND 4.1.1.2.1|Brute-force attack (guessing, dictionary attack) H53, C50 T195
4.1.1.2.2|Buffer overflow (code reuse) H54, C51 T196
4.1.1.2.3|Evil maid attack H55, C52 T197
4.1.1.2.4|Fake biometrics H56 T198
OR |4.1.1.2.5|Physical access when the wallet is open H57, C53 T199
4.1.1.2.6|Shoulder-surfing attack H58, C54 T200
4.1.1.2.7|Physical attack (fault injection(glitching)) H59, C55 T201
4.1.1.2.8|Obtain auth credentials using a malware (keylogger, screen recorder) HS%@%?%@?:%T T202

(Omitted)
Privacy Breach G3
8 |Obtain a user’s personally identifiable information S8
8.2 |Obtain personal information when a user uses the wallet B115
8.2.4|Eavesdrop network traffic B125
8.2.4.1|Network packet sniffer B126
8.2.4.1.1|Install a malware (network packet sniffer) B127

Social engineering (malicious files, malvertising, phishing, -

824111 drive-by download attack) H18 1328
OR AND OR  [8.2.4.1.1.2|Rogue AP H19 T329
OR OR 8.2.4.1.1.3|Supply chain attack H20 T330
8.2.4.1.1.4|Removable media (USB drive) H21 T331
8.2.4.1.2|Execute network packet sniffing attack H102 T332
8.2.4.2|Man-in-the-middle attack B128
8.2.4.2.1|ARP spoofing H99., H101 T333
OR |[8.2.4.2.2|DNS spoofing and poisoning H99, H101 T334
8.2.4.2.3|1P address spoofing H99, H101 T335
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Fig. 3. Attack tree to Bayesian network
translation using the M2M transformation
method. Conditional probability tables(CPT) are
located next to BN models.
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Table 6. Risk assessment factors from the standards.
CVsS S AN OCTAVE y 2 \ \ . CC Attack
Method Exploitability SP 800-30 Allegro FAIR EBIOS CRAMM MEHARI Potential
, § _ _ _ . _ _ Window of
Attack Vector Resources Opportunity
Acces - - Contact Frequency Activity - - -
CnmL;le;;iLy A‘dvers.ary _ B Activity _ B Know‘ledge of
Targeting TOE
]zgiq\,;liiiz - - Difficulty Resources - - -
User Interaction - - Difficulty Resources - - -
Likelihood - - - - - - - Elapsed Time
- ?::zijig - Threat Capability Resources - - Expertise
- - - HIO?&‘;‘;QSY of Resources - - Equipment
- Adversary Intent - Prok;ab‘}lil‘y of Motivation - - -
ction
- Range of Effects - - - - - -
Reputation & .
Customer Confidence Reputation
Response,
Integrity, . . Replacement Integrity, Integrity,
Vulnerability Financial Competitive.
Impact Confidentiality, Severity Y advantage - Confidentiality, | Confidentiality, -
Availability Productivity Productivity Availability Availability
Safety & Health -
Fines & Legal Fines and
Penalties judgements
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Table 7. CVSS Exploitability metrics and the
appended metrics with metric values.

Metric Metric Value
Attack Network | Adjacent Local Physical
Vector (N) (A) (L) (P)
(AV) 0.85 0.62 0.55 0.2
Access Low Medium High
Complexity (L) (M) (H)
CVss (AC) 0.77 0.62 0.44
Exploitability -
metric Privilege None Low High
Required (N) (L) (H) -
(PR) 0.85 0.62 0.27
User None Required
Interaction (N) (R) - -
(U1 0.85 0.62
Time None [(=6m|(=5y [{(=10y| )10y
Complexity (N) (M) (H) (E) X)
(TC) 0.85 0.78 0.42 0.05 0
- Multiple
. Layman | Proficient Expert
Appended fxpertise | (1) ®) R
0.85 0.53 0.39 0.33
. - Multiple
Equipment Sta(nsfi)ard Spec{l;)llzed Be?];;(;ke Bespoke
(EQ) (M)
0.85 0.47 0.35 0.30
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Table 8. Attack Potential metrics and converted
metric values for threat probability calculation.

Attack Potential
Attack .
. . score when other | Converted
Metric Potential . .
metrics have metric value
value
lowest values
Layman 1 5 0.85
E " Proficient 4 8 0.53
xpertise F
(EX) Expert 7 11 0.39
Multiple . a9
Experts 9 13 0.33
Standard 1 5 0.85
Equipment Specialized 5 0.47
e Bespoke 8 12 0.35
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Bespoke 10 14 0.30
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Table 9. Impact calculation scale and values.

Impact Insignificant Minor Moderate Major Catastrophic

Financial 1 2 3 4 5

Reputation 1 2 3 4 5
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Table 10. Cryptocurrency wallet security requirements checklist.

Domain Category Security Requirement Impacted Node Removed Node
(Omitted)
a. Is there a mechanism to prevent screen capture TI0(AC, PR). T26(AC. PR), T35(AC,
when a private key or recovery phrase is PR), T149(AC, PR). T202(AC, PR).
displayed? T264(AC PR), T312(AC, PR),
) T322(AC, PR),
b. Does the wallet deliver a warning message
about the risk of exposing a private key or T11(AC), T27(AC), T150(AC)
Output o
recovery phrase before they are displayed?
c. Is user authentication required before displaying
a private key or recovery phrase at the request of B10(X)
Common a user?
d. Is there a mechanism tQ preven? scr‘eenl capture T978(AC. PR)
when account or personal information is displayed?
a. Is there a defense mechanism for keylogging T5(AC, PR). T26(AC, PR), T3T(AC,
Input attacks when a private key or recovery phrase is PR), T149(AC, PR). T202(AC, PR).
entered by a user? T264(AC PR), T312(AC, PR),
! T317(AC, PR)
Copy ;gzsg fg’fﬁgd:l?pi‘(’);r‘;%y a private key or recovery T36(AC, PR). T49(AC, PR)
(Omitted)
_ |2 Is there a mechanism for checking the T71(PR, EX), T121(PR, EX), T172(PR,
Authentication |authenticity of the wallet device that is connected
Embedded to the host? EX)
System 0 - — -
Authorization | [s there an authorization mechanism for the T55(PR, EX), T107(PR, EX), T159(PR,
wallet manager that is installed on the host? EX)
T40(0), T50(0),
Mobile Privilege a. Is there a mechanism to check if the device is T66(0), T132(0),
Escalation |rooted? T154(0),
T204(0), T229(0)
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Table 11. Cryptocurrency wallet security requirements analysis result.
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Domain |~ Category Security Requirement Nano §| One | Wallet | Wallet | Wallet | Wallet
(Omitted)
a. IS. there a mechanism to prevept slcreen capture when o o X o X X
a private key or recovery phrase is displayed?
b. Does the wallet deliver a warning message about the
Output risk of exposing a private key or recovery phrase before X O X O O O
they are displayed?
Common c. .Is user authentication required before displaying a 0 0 0 0 0 0
private key or recovery phrase at the request of a user?
Input a. Is Lherg a defense mechanism for keylogglng attacks 0 0 X X X X
when a private key or recovery phrase is entered?
a. Is it forbidden to copy a private key or recovery phrase
Copy to the clipboard? 0 0 X 0 X X
(Omitted)
Authentication a. Is there a mechanism for checking the authenticity of 0 X _ _ _ _
Embedded the wallet device that is connected to the host?
System Authorization |2 Is there an authorization mechanism for the wallet o 0 _ _ _ _
: manager that is installed on the external host?
Mobile Prlvllege a. Is there a mechanism to check if the device is rooted? - - (0] 0] - -
Escalation
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Table 12. Risk measurement results of cryptocurrency wallets with three goals and eight sub-goals (P:

marginal probability, |: impact, R: risk).

. G1. Stealing Cryptocurrency G2. Denial of Service G3. Privacy Breach .
Wallet S1 S2 S3 Sum S4 S5 S6 Sum S7 S8 Sum | Total Risk
N I X 0.32 0.63 - 0.51 0.76 0.39 - 0.88 0 - -
edger 7 7 7 6 - 4 4 3 - 3 0 - -
Nano S
R| 259 2.24 3.78 8.61 2.04 3.04 1.17 6.25 2.64 0 2.64 17.5
" P 0.4 0.35 0.63 - 0.55 0.77 0.39 - 0.89 0 - -
‘OZ‘? i 7 7 6 - 5 5 3 - 3 0 - -
R 2.8 2.45 3.78 9.03 2.75 3.85 1.17 777 2.67 0 2.67 19.47
, Pl 093 0.41 0.57 - 0.58 0.82 0.39 - 0.89 0 - -
Bread 7 7 6 - 1 1 3 - 3 0 - -
Wallet
R| 651 2.87 3.42 12.8 2.32 3.28 1.17 6.77 2.67 0 2.67 22.24
P | 0.84 0.35 0.57 - 0.57 0.82 0.39 - 0.84 0 - -
Trust
: i 7 7 6 - 4 4 3 - 3 0 - -
Wallet
R | 588 2.45 3.42 11.75 2.28 3.28 1.17 6.73 2.52 0 2.52 21
o Pl 09 0.4 0.56 - 0.57 0.81 0.39 - 0.95 0.92 - -
W‘;‘l’foyt i 7 7 6 - 1 1 3 - 3 3 - -
R | 644 2.8 3.36 12.6 2.28 3.24 1.17 6.69 2.85 1.84 4.69 24.9
Elocts P| 092 0.4 0.56 - 0.57 0.81 0.39 - 0.91 0 - -
lectrum 7 7 7 6 . 4 4 3 — 3 0 . .
Wallet
R | 6.44 2.8 3.36 12.6 2.28 3.24 1.17 6.69 2.73 0 2.73 22.02
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